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As other technologies gain popularity and practicality, the more attack tools are developed for those
technologies. Instead of using a pre-shared key, which creates a keystream, WPA uses a pre-shared key to
serve as the seed for generating the encryption keys Lammle,  Via performance evaluation, they show that the
improved protocol achieves strong security and at the same time requires minimal computational overhead.
However, these tests where purely experimental and no easy-to-use tools were available to the public at the
time. Wireless networks allow users to become more mobile, however speeds are not as proficient as wired,
therefore many companies choose a wired and wireless network configuration, see Figure 3, Wired and
Wireless Network Configuration for architecture details This special issue received many submissions. We are
very regretful that we could not include every decent paper in this special due to the page limitation. The
wireless signal of the WLAN is broadcast through the air in all directions simultaneously. WEP authentication
process Figure  Businesses want to enhance their business through improving the way the organization
communicates with its employees The decryption is the reverse of this process and uses the same key
Fluhreret al, These wireless networks can be of different formations, such as cellular networks, ad hoc
networks, and mesh networks, and can also be domain specific networks, such as vehicular communication
networks and sensor networks. The wireless technology uses radio frequency transmissions to transmit the
generated data by the connected devices. However, does not include most of the flaws of the previous system.
They found three weaknesses in RO that attribute to a session hijack attack where an adversary can join an
ongoing sessions at a chosen location. Perhaps this comes as no surprise since citizens of the United States
have seen an increasing presence of the National Security Agency NSA in the media and their daily lives Trust
awareness of sensor nodes are commonly obtained by implementing a reputation system, where the measures
of trustworthiness of sensor nodes are provided by a rating system. Find the details of their work in the paper
entitled "Probabilistic localization and tracking of malicious insiders using hyperbolic position bounding in
vehicular networks. The popularity and widespread use of WLAN gives the attacker a platform in which they
can cause the most trouble. Therefore, it should not come as a surprise that this issue includes another paper
investigating this attack. Organizations or moreover home networks can choose a completely wired or wireless
network. Therefore, in order to obtain personal data and information in which they can share to other
unauthorized persons. Lockhart,  Yet, this soon changed when an open source tool called AirSnort was
released for Linux, allowing anyone with a computer and networking knowledge to hack into a Wireless LAN
AirSnort,  However, in order to operate the network, the Access Points need to answer clients with the correct
SSID and this type of transmitted trafficallows possible attackers to sniff it Lockhart,  The effort to improve
wireless network security is linked with many technical challenges including compatibility with legacy
wireless networks, complexity in implementation, and practical values in the real market. Wireless vehicular
networks and sensor networks are two domain-specific networks that can have many important applications.
There are different types of  Usually the cipher key has bit and consist of 24 bit initialisation vector IV and bit
key. Brute force calculator 20 character key, 1M keys per second V. Before this attack, the only other known
methods involved a dictionary attack against a weakly chosen pre-shared key. It can be seen in various places
such as in home, universities, hospitals, airports, hotels, retail shops, banks, government sectors, etc.


